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Preventing Medicare Fraud

SMP
Statistics




Medical Identity Theft

DME

Genetic/DNA Testing

Hospice

Medicare Part D

Skill Nursing
Ambulance
Prescription Drugs
COVID-159

Telehealth

Home Health Care
Outpatient Mental Health
Cardiac Genetic Testing
Vaccines

Opioids

SMP Complaint
Details 2025

Sanior Medicara Patrol
Preventing Medicare Fraud

You see on your Medicare
Summary Notice (MSN) or
Explanation of Benefits
(EOB) charges for:

NURSING
HOME
CARE

FRAUD

SMPRESQURCE ORG
877.808.2468
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SMP Complaint Trends Over Time
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Methods of Contact VI©

Text/Telephone

Mail/Print

Not today, scammer.

Internet/Social Media/TV

Fax

Email

0 SMP SMPRESORCE QG
| n Pe rson . saprttrs S e e o o1

Preventing Medicare Fraud




& SMP

Senior Medicare Patrol

Preventing Medicare Fraud

Top Fraud
Trends




What's the Color of the Year? VI[©

& 4| &

DME, DME,  DIAGNOSTIC HOME & 7 AN _'ff‘ w,\ x
DME TESTS HEALTH ﬂ' '
f / Each year an estlmated Lol

Medicare Fraud Stops with You

Report Medicare fraud to the SMP.

- ,ﬂ |  $60 billion s lost to
\ e Medlcare fraud

e - @®

877-808-2468 < .
HOSPICE RERIONE CARE MGMT [ et
A ARE MO e presn

MONITORING




Durable Medical Equipment (DME) @

* Current Top Scams

‘L o Y * Braces and orthotics
* Diabetic supplies
j NEW SCAM * Wound care and skin substitutes
' ON THE MSN:  Urinary catheters and ostomy bags

AR il  °© Sometimes medically unnecessary DME

Chackyouriet i is delivered, but Medicare often billed
to make sure you don't have for products not provided

claims for things you don'’t need.

* Occasional beneficiary involvement
 Victim vs co-conspirator

 Ultra light wheelchairs (2025)

* The 2025 Be on the Look Out (BOLO)
for compression garments is no longer
EhecIJ(rletlcaI - and Urinary catheters are

ack!




Diagnostic Tests V[©®

« Often add-on tests unknown to patient

1 o SEEIT Vaiisl - Maybe added by laboratory or provider
REPORT IT; (possible kickback scenarios)

GENETIC 7 * Genetic testing
TESTING F [T * PGx (medication metabolism)

» CGx (hereditary cancer screening)

>prpp ‘ g ¢ Ot h e r

Genetic tests do not  Respiratory Pathogen Panels (RPP)
Molecular Diagnostic Services
Neurological Testing

Vitamin Level (B-12, Folate, etc) Testing
* Immunodeficiency/Autoimmune Tests

diagnose or predict
cancer.

877.808.2468 >YFHSOURLEORL

* Wellness diagnostics requested by patient



Home Health Services v@

* Inadequate and medically
unnecessary services

. . Skin Substitute Scams?!
Unrendered visits (ghost services)

Skin substitutes for wound
* Abuse and ﬂegleCt care cost thousands of \ \%
* |dentity theft and embezzlement dollars.
e Training and certification fraud 3’0{1°:;5;:‘t’:1d;:§;‘:°‘"g
: : fuses to try ch

* Housekeeping services treatments like topical
- Specific services cromarvomd s

 Skin grafts and substitutes

° Rem(_)te Pat|.eht MOHItOI’Iﬂg & SM smppEsounce.onc O 2778082468

e Du pl icate billin g of care mana gement gl S

services

* Virtual visits documented as in-person »



Hospice Fraud

False diagnosis of terminal illness
Targeting of assisted living, nursing
home, and long-term care resident
Paying kickbacks or bribes, for hospice
referrals or services

Billing for a higher level of care than
was needed or provided

Door-to-door solicitation offering gifts
or incentives for ‘free’ housekeeping if
you ‘sign-up’

Offering adult daycare, homemaker, or
housekeeping services

HOSPICE FRAUD

TRENDS

Knowingly admitting patients into
hospice who are not terminally ill.

[ )
al

< o9 T

Using gifts to get beneficiaries to
sign up for hospice care, which
provides comfort and pain relief, but

If you see it, report it!

Not terminally ill E

Gift incentives °

not taking steps to treat the illness.

+ Inflated level of care

Falsely documenting the patient
needs crisis care to receive the

highest reimbursement rates.
-

Services never provided

Billing for visits or even
inpatient care when the
beneficiary is actually at home

* and no one came for a visit.

12




DNC and
DNR

Hospice Care

* Physician

* Skilled Nursing

* Hospice Aid

* PT/IOT/SLP/MSW/RD

* Chaplain / Bereavement/Counselin
" Homemaker / Volunteer

* Pharmacy Consultant




Remote Patient Monitoring (RPM) V[©®

scam watcn * The use of technology to digitally collect, store,
and/or transmit a patient’s physiologic and non-

Remote Patient ° A physiologic data | o

Monitoring & © * Both RPM and Remote Therapeutic Monitoring
(RTM)

S s + Concerns include: |

“remote monitoring” or ' ' ° I\/Iedlcally unnecessary services fOI’ revenue

f;;i::r;fet.smatdid"'t B * Inadequate and misrepresented devices
« Unqualified personnel

@SMP BB sveresourceone G0 877,808 2468 * International monitoring

 Supervision guidelines are changing
* Involves numerous health services types
 Duplicate services concerns

Total RPM billed to
Medicare in the last five « Cardiac, diabetic, and chronic care management

 Over 600% increase with RPM/CCM combo enrollment
« Quickly growing field of medicine

years over $2.5B



Care Management (CM) Services VI®

Old FRAMEWORK NEW FRAMEWORK 2025

Transitional CM Advance Care Planning
2013 Advanced Primary CM

Behavioral Health Integration

Chronic CM
J\/\/— Transitional CM
2015 (start of CM)

Principal CM

Principal CM Chronic CM
2020 Health Related Social Needs



Chronic Care Management (CCM) V©

» Total billed to Medicare last five

years is approximately $7.6B
* Increase of 140%

* Total paid by Medicare last five
years is approximately $2.8B
* Increase of 109%

« Concern regarding medically
unnecessary and duplicate services

« CCM for routine record reviews,
occasional phone calls

« Advance Care Planning rising rapidly
e Unseen third party companies

* Al generated treatment plans and
documentation
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WARNING!

Costs of Unnecessary
Chronic Care Management (CCM)

Medicare pays 80% of the cost for CCM services on
a monthly basis. You are expected to cover the
== other 20% each month, and this can be expensive.

g I M T

Report any charges for CCM services you didn’t
want or didn’t sign up for to the SMP.

Tevent

VIl B smpresource.orc KW 877.808.2468
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Mobile Care Management V

Dear Patent * Auto enrollment in CCM
As a patient with two or more chronic conditions, you may benefit from a new program that |
: make s core Telehealth for acute

Services offers all Medicare patients. Our goal is to make sure you get the best care possible from everyone
that is involved with your care. We can help coordinate your visits with other doctors, facilities, lab, radiclogy,

or other testing; we can talk to you on the phone about your symptoms; we can help you with the m atte rS

management of your medications; and we will provide you with a comprehensive care plan. Medicare will

allow us to bill for these services during any month that we have provided at least 20 minutes of Y ASS u m pti O n O-F tWO O r

non-face-to-face care of you and your conditions. You must provide your consent to participate once a year.

Your assigned clinician in charge of your care is . more Ch ron IC Cond Itlons
Sometimes other staff from our practice will talk to you or handle issues related to your care, but please know P 1" M d 1 . | | | I

that your assigned clinician will supervise all care provided by our staff or clinicians who may be involved in . % I Ca re WI a OW u S to
vour cae. bill” language

You agree and consent to the following:

As needed, we will share your health information electronically with others involved in your care. Please rest Ot h e r Staff fro.m O u r
assured that we continue to comply with all laws related to the privacy and security of your health O ra Ctl Ce ( q u a | Ifl Catl O n S?)

information.

We will bill Medicare for this chronic care management for you once a month. The fee for this service allowed (] \I O‘ti'ﬂ Cati O n Of m O n‘t h Iy CO =

by Medicare is $42.17 of which your portion will be 20%, or approximately S8.00. Although you may or may
not come into the office every month, your account will reflect this charge and you will be responsible for D a y
payment. Our office will have a record of our time spent managing your care if you ever have a question

about what we did each month.

f f o f ) * Only one physician can bill
Only one physician can bill for this service for you. Therefore, if another one of your physicians has offered to _F
provide you with this service, you will have to choose which physician is best able to treat you and all of your O r Ca re m a n a g e m e nt

conditions. Please let your physician or our staff know if you have entered into a similar agreement with
another physician/practice.
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Combination Services

* VVideo health, clinical, and behavioral
assessments

* Personalized therapy sessions
 Gait training and fall detection

e Pharmaceuticals and medication
adherence

» “Continuous Monitoring”
e 24/7 365 virtual assistant

 Beneficiaries are easy targets for
chiropractic care, massage, podiatry,
acupuncture, behavioral health,
supplements - all for miracle cures

If you receive an

unsolicited phone call "

from someone
wanting to verify your:

Pain symptoms

Family history
of cancer

Hang up. If you gave
out any information,
report it to your SMP.

&svP R
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Social Engineering Tactics 9@

* Increasing in volume and
complexity .

* Medicare misrepresentation

GUARD YOUR CARD

* Front loading call with information | . *

to convince beneficiary of Do not give out or confirm your
|egitimacy Medicare number to anyone who

calls you claiming to need it.

* Scammers may be building identity
portfolios and sharing information

_/( MEDICARE HEALTH INSURANCE
L&

* Kind to aggressive tactics
depending on beneficiary

lllllll 10/Con d

HOSPITAL (©

* The importance of simple and

effective messaging 2



Al and Health Care U@

* From deepfake x-rays to Al generated
voice imposters (the longer you talk...)

« Opportunistic cyber fraud

* Enter information on text or email link to stop
shipment of unwanted medical supplies

 Authorized Push Payment (APP) scams (such as

Venmo, Zelle, PayPal) Scammers could get
« Remote Access Tools (RAT) such as QR codes sggfggl B JRLCHEos D)
* Al generated treatments notes from Change your voicemail to
recorded visits - without verification el e et

* Immaculate documentation with voicemail.

convincing billing | 877.808.2468 smpresource.org]

* Al is here to stay - for committing fraud
AND identitying the fraudsters




How to be a
Fraud Fighter




Make it Memorable

Guard Your Card
« EXPLAIN: guard your bank, credit, SSN, and health insurance card

Slow Down
* The "voicemail rule” (anyone important will leave a message)
« EXPLAIN: doctors hardly ever call directly
Hang Up or Delete
* Don't be next - delete the text
e Think before you click the link

. EX”P|I_AIN: every time you answer the phone, you're put on a new
call list

If they ask for something - they’re up to something
« EXPLAIN: Ifit'stoo good to be true...it's likely a scam

23



How to Be a Fraud Fighter %@

* Be on the Look Out (BOLO)

* Forall types of scams ‘
* In all types of locations

P “Help! 1 fell for a
' scam and gave out
my Medicare
number.
What do I do now?”

» Medical identity theft often lead to other scams

* What's your elevator speech?

Contact the Senior Medicare
Patrol and they will help you.

& smp

* Report to protect others

* Emphasize anyone can become a victim

Medicare Patrol

enting Medicare Fraud

* What are the next steps for a victim?

WWW.SMPRES JRCE.ORG

* https://www.identitytheft.gov/Steps

* Think outside the box
* In addition to the SMP, who ya gonna call?

National Elder Fraud Hotline -"'ﬁ‘\-, FEDERAL TRADE COMMISSION

« National Elder Fraud Hotline and Federal Trade 1-833-FRAUD-T1 K;“ |dent|tyTheft gov

Commission (FTC) are great resources 1-833-372-8311

24



How to Be a Fraud Fighter VI®

o [

Search Google Maps for a g
physical address and A Srnal. %m@%%%
of time could
: H
plaints
savings and
Review the website, flyer, 12 12

4‘ and/or social media @@%W @% %

SERESERRRAS

contact information

presence for red flags

25



Thank youl!

Jennifer Tru§se|| J@ N T[HJE
c/o Nicole Liebau

nliebau@smpresource.org RE.ELL .N

A@A NSTRIEIED) @A@E

- O FRAUD, ERRORS, AND |
More resources available at: ABUSE.

WWW.SMpresource.org

‘. MAY THE 4TH BE WITH vou
Y e OSMP i,

> This webinar is supported by the Administration for Community Living (ACL), U.S. Department of

Health and Human Services (HHS) as part of a financial assistance award totaling $3,000,000 with
100% funding by ACL/HHS. The contents are those of the author(s) and do not necessarily represent
the official views of, nor an endorsement, by ACL/HHS, or the U.S. government.
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